CONTACT

e +98 912 214 6101
e a.akbarpour@protonmail.com

o Linkedin.com/in/arefakbarpour

SKILLS

Network Security Related Topics

AREF
AKBARPOUR

Network Administration

Penetration Testing

Network Firewalls Understanding

Microsoft Network Services

Virtualization

VOIP (Issabel & Elastix)

WireShark

GNS3 & Network Simulators

STRATEGIC TECH BRIDGE

Experienced Network Security Consultant with 10 years in securing
networks, devices, and Unix-based platforms across multiple layers,
including projects with major clients like the Central Bank of Iran. Skilled
in network design, troubleshooting, and configuring Cisco, MikroTik, and
Huawei equipment. Currently exploring applications of data insurance,
Kubernetes, OpenShift, and Al-driven data analysis to enhance
cybersecurity and business solutions. Passionate about privacy
protection and onion routing technologies, with a strong focus on
practical, research-based innovation.

EXPERIENCE
2023 - 2025 IT Director
AYTAK TAFAKOR HOLDING - TEHRAN
2023 - PRS. Cybersecurity Consultant
NATIONAL RECORDS ORGANIZATION
2021 - 2022 Chief Technology Officer

RMGSM GROUP - YAZD

2019-2020 O Network Engineer
AMN PARDAZAN KAVIR (APK) - YAZD

2017-2019 O Network Security Consultant
NATIONAL UNIVERSITY OF YAZD - YAZD

2017-2017 @ Network Launching & Developer

Expert
SHIR REZA DAIRY MANUFACTURING
COMPANY - YAZD

2016 - PRS. IT & Network Expert
LALEH 4-STAR HOTEL - YAZD

2016 - PRS. IT & Network Expert

MOSHIR AL-MAMALEK GARDEN
HOTEL - YAZD

2016 - PRS. Network Security Expert
ARIAN ADVERTIZEMENT COMPANY - YAZD

2016 - 2017 Web Designer
SHAYAN WEBDESIGN COMPANY - YAZD

2014-Prs. @ Executive Manager of Network

and Software Group
ARIANA ENGINEERING GROUP - YAZD

2011-2013 Q@ Computer Hardware
Assembling and Repair Service

Expert
CLICK COMPUTER REPAIR CENTER - YAZD




EDUCATION
2012-2015 ©
2015-2016 ©
2016-2019 ©
2020-2021 ©

CERTIFICATIONS

202 O
202 ©
2013 O
2013

2014

2015 ©
2017 ©
2021 O
2024 ©

High School Degree
MATHEMATICS AND PHYSICS
IRANSHAHR PRIVILEGED HIGH SCHOOL

High School Degree
COMPUTER ENGINEERING
DIHIMI HIGH SCHOOL - YAZD

Bachelor's Degree
SOFTWARE ENGINEERING
AZAD UNIVERSITY - YAZD

Master of Business

Administration

SPECIALIZED IN
STRATEGIC

UNIVERSITY OF TEHRAN

STRATEGY AND

Comptia Network Plus
CANDO ENGINEERING INSTITUTE

Cisco Certified Network

Associate (CCNA)
SEMATEC IT PROFESSIONAL TRAINING

CENTER
MikroTik Certified Network

Associate (MTCNA)
UDEMY

Certified Ethical Hacker (CEH)
ASHIYANE SECURITY CENTER

Cisco Certified Network

Professional (CCNP R&S)
TIAM ERTEBAT & THE MINISTRY OF

SCIENCE
Server Security (Securing

Network Services)
ASHIYANE SECURITY CENTER

MTCSE (Exam No. 70-740, 741,
742)

FARKIAN TECH CO.

Cisco Certified Internetwork
Expert (CCIE)

UDEMY

CCNA 200-301 Version 1.1 with

Generative Al and ML
UDEMY

SOFT SKILLS

Communication Skills

Problem Solving

Analystical Skills

Time Management

Good Team Player

LANGUAGE
English
Speaking Listening
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PROJECTS

2015

2018

2018

2020

2024

2024

2024

C

C

Security Bug Investigation and
Server Immunization In Central
Bank of Iran
Project Director :

Mr. Behrooz Kamalian (CEO of Ashiyane
Security Center)

Launching MS Exchange Server For
Yazd University Students (Migrate
24,000 Users From Mdaemon)
Project Director :

Aref Akbarpour

Redesigning And  Optimizing
Wireless Network Coverage of 5+
Dormitories of Yazd University For
More Than 10,000 Students Using
GPON Technology

Project Director :
Aref Akbarpour

Launching Virtual Class Portal
Via Adobe Connect For
Construction Engineering
Organization of Yazd

Project Director :
Aref Akbarpour

Led Centralization of Data From
14 ATC Holding Subsidiaries
Using Tesseract OCR And
Apache NiFi For Automated
Extraction And Flow
Management.

Integrated With Elasticsearch
And Grafana For Unified
Access, Monitoring, And Real-
Time Data Visualization.

Project Director :

Aref Akbarpour

Established Site-To-Site VPN
Connections Between Three
ATC Branches Located In
Germany And The United Arab
Emirates, Ensuring Secure And
Stable Inter-Branch
Communication.

Project Director :

Aref Akbarpour

Desighed A New Edge Network
Topology And Implemented A
Two-Layer Firewall Architecture
To Enhance Perimeter Security
And Traffic Segmentation.

Project Director :

Aref Akbarpour



TEACHING

AWARDS

2017

2017

2018

2018

2018

2021

2020

2019

2017

2014

Linux Operating System (LPIC-1

Exam Num. 102)

UNIVERSITY OF SCIENCE AND ARTS OF
YAZD

General English Language
IRAN LANGUAGE ACADEMY

Certified Ethical Hacker v9
YAZD UNIVERSITY

Comptia Network Plus
YAZD UNIVERSITY

Comptia Security Plus
YAZD UNIVERSITY

Awarded Elite Status By The
National Governance Excellence
Program For Achievements In
Technology And Innovation

THE MINISTRY OF INTERNAL AFFAIRS AND
COMMINUCATIONS

Recognized As The Most

Effective Youth IT Consultant

ECOTOURISM ACCOMMODATION
ASSOCIATION OF IRAN

Recommendation Letter From
The IT Director of Yazd
University For Outstanding

Technical Contribution
INFORMATION TECHNOLOGY CENTER OF
YAZD UNIVERSITY

Top Researcher In Network

Security Course

INFORMATION TECHNOLOGY CENTER OF
YAZD

Top Student In Server Security
Course
ASHYIANE SECURITY CENTER



